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Introduction

Nemasiss a Vulnerability Management Suiteat assists in implementing a comprehensive
GRC (Governance, Risk Management, and Compliance) strategy for managing an
organization's overall governance, risk, and compliance with regulations.

Nemasioffers variousadvantages like eliminating redundant costs, performingepth
vulnerability scan, optimizing investments on assets by eliminating vulnerabilities and
optimizing their performance, securing business reputation, asset discovery, and more
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Supported Pl&#orms/Browsers

Supported Devices/SystemsHeterogeneous Platforms/ applications

o T To Too To Do

Network devices

Virtua systems : VMwareéVlicrosoft HyperV and Oracle Virtual Box

Operatirg systems: Windows, Mac and Linux

Databases: Oracle and SQL Server

Webapplications: Web servers, web services, OWASP Top 10 vulnerabilities
IPv4/hybrid networks

Browsers(with HTML5 support)

To I

To T I

Google Chrome (Recommended
Mozilla Firefox

Mozilla Firefox ESR

Safari

Safari for iOS
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Login
To log in to the Nemasis conspfellowthe steps given below:
1. Launcha web browser.
2. Enter the following URL.:
https://<IP address of the Nemasis installed system>:10442
Nemasis console logpageappearsRefer to Figure 1.

Login

E psername

5 Passwaord

Vulnerability Management Suite for
Enterprises

Figurel

3. Enterthe defaultlogin credentialdJsernameg admin,Passwordg adminand then
clickLogin
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Dashboard

After logging in to the Nemasigou are presented with the Dashboard. Thashboard
displaysa quick summary of the scan tasks, assets and security info in the form of

interactive graphs and chartRefer to Figure.
& Admin | & Get Updates | @ Logout | @
Dashboard Add
MNetwork X
+

Tasks by Status

Tasks by Severity Class » Tasks by Status »®

Tasks by Severity Class

105%

® New

@® Done @ Interrupted

®NA @®log @ low Medium @ High

Figure2
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Adding aDashboarddisplay
1. In the upper right corner,lick Add.
Add new Dashboard pepp windowappearsRefer to Figuré.

x
Dashboard Title:
Initial Displays: Default v
=
Figure3
2. Enter a name in th®ashboard Titldield. Refer to Figurd.
x

Dashboard Title:

Initial Displays: Default v

5can Displays
Asset Displays
SecInfo Displays

Empty

Figure4

3. Clickinitial Displaysdropdown,select thepreferreddisplayand then clickAdd.

The newDashboard display will be added to your Dashboard.
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Adding aDisplay toDashboard

1. In aDashboard display, clic+. Add new Dashboard Display prompt appears.
Refer to Figur®.

Choose Display: Chart: Hosts by Topology v

Figure5

2. ClickChoose Displagropdown, select the required display and then chald.
The newbDashboarddisplay will be added to your Dashboard.

You can add followindisplays to your Dashboard:
Tasks by Status

Results by Severity Class

Reports with High Results

Tasks by Severity Class

Tasks by CVSS

Tasks by Most High Results

Taks by High Results per host
Reports by CVSS

Results by CVSS

Results Description Word Cloud
Results Vulnerability Word Cloud
Vulnerabilities by CVSS
Vulnerabilities by Hosts
Vulnerabilities by Severity Class
Hosts by CVSS

Hosts by Modification Time

Hosts (High) by Modification Time
Hosts by Severity Class

Hosts by Topology

Most Vulnerable Hosts

Operating Systems by CVSS
Operating Systems by Severity Class
Plugirs byDetectionThreshold
Plugindby DetectionThresholdType
Plugindby Creation Time

OVAL Definitions by Class

OVAL Definitins by Creation Time
OVAL Definitions by CVSS

OVAL Definitions by Severity Class

Too To Too Too To Too Too To o To To Too T To Too T o To To oo T To To To o T To o I



nema

Vulnerability Management Suite

CVEs by Creation Time
CVEs by CVSS
CVEs by Severity Class
CVEs by Creation Time
CPEs by CVSS
CPEs by Severity Class

Too Too To o T To

Deletinga Display fromDashboard
1. In adisplay,lck [ 2¢ (white cross)Refer to Figuré.

[ ™

Tasks by Severity Class »

Tasks by Severity Class

 20.8%

- 20.8%

®NA @log @ Low Medium @ High

Figure6
The display will be deleteflom Dashboard

10
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Removng aDashboard display
1. To removeaDashboard displaylick * (red cross)Refer to Figurd'.

Dashboard

Scan El Aszet M Seclnfo ¥

Figure7

Adelete confirmation popup appearsRefer to Figure.

x
Do you really want to remove the Dashboard 5can and all its contents?
Cancel Remove
Figure8
2. ClickRemove
TheDashboard display will be removed.
In the top right corner, there are additional options. Refer to Figure
& Admin | & Get Updates | @ Logout | @

Figure9
Get Updates
ClickingGet Updateswill initiate the download ohew database for Nemasis
Logout
Clicking_ogoutwill log you out of the Nemasis console.

11
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Nemasis Helf@&
Clickinc®? displays the Nemasis Help pop. Refer to FigurdO.

© Nemasis Help X

About Memasis

@ Memasis Vulnerability Management Suite for Enterprises

Installed Date: Sat Apr 20 2019
Signature Date: Mon Apr 08 2019
Current Version: 14.0.1000.100

Get Help N Nemasi

Report an issue

Copyright © 2018 MicreWorld Technologies Inc, Al rights reserved

Memasis Terms of usage and service and Privacy policy

FigurelO

The popup displays your Nemasis Installed Date, Signature Date and the Current Version in
use. By clickin@et Help with Nemasigou can get the assistance required for Nemasis.

you are facing any issue with the NemasigkdReport an issueYou will be redirectetb

the Nemasis Support webpage where you can report your issue and get it solved quickly.
You can read about Nemadisrms of Usage and ServieaedPrivacy Policyy clicking the
respective links.

12
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Scan

The Scan module lets you run a task for finding vulnerabilities in your endpoints. You can
run three types of task which afask QuickTaskand AdvancedQuickTask

Task

The Task submodule displays the list of added of tasks added, running and comj@eted
alsohave the option to scan an endpoint bglectingAdd Taslor Quick Taskoption.
Refer to Figurd 1.

Current Tasks | E]
View |10 ¥ |records per page. @ 2 3 »
Task Name Status Report Last Report Severity Trend Actions
Immediate scan of IP Stopped (1%) 1 P> | | .
Immediate scan of IP Done 1 Wed Apr 24 2019 0.0 ’ | \ |ﬁ | L.
Immediate scan of IP Done 1 Wed Apr 24 2019 00 P> .
test-111 Meaw 0 ’ | \ |_|ITI | L.
Immediate scan of IP New 0 | I | |

Figurell
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Adding a Task
To add a Taskl|ick Add Task
Add Task form appears on the right paRefer to Figurd 2.

Add Task

Basic Target and Alerts Scanner and Config

MName*:

Description:

s
Add Result to Asset: Alterable Task: Min. Detection Threshold*:

& | Ba | 70 B

Auto Delete Reports:
® Do not automatically delete reports

Automatically delete oldest reports but always keep newest |5

In the Add New Task, there are three tabs available.
1 Basic
1 Targets and Alerts
1 Scanner and Config

Figurel2

14
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Basic
The Basic tab is explained below:

Name
Enter the task name in this field.

Description
Enter the tasldescription in this field.

Add Result to Asset
This feature lets you add the task result to the Assets modyalefault this option is
enabled, you can disable it based on your preferefafer to Figure 13 and 14.

Add Result to Asset:

! .|

Figurel3

Add Result to Asset:

Figurel4d

Alterable Task

This feature lets you modify a task even if the report for the same task is already generated.
If the tasks are altered, there will be no consistency amongst task reports.

Refer to Figure 15 and 16.

Alterable Task:

’ .|

Figurel5

Alterable Task:

Figurel6

Min DetectionThreshold
This feature lets you specify quality for the addition of the results to the asset database.

Auto Delete reports
T Do not automatically delete reportg, By selecting this option, Nemasis will not
delete the task reports. You will have to delete each task report manually. By
default, this option is selected.

15
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1 Automatically delete oldest reports but always keep newesBYy selecting this
option you enabldNemasis to autalelete old reports. You can specify the maximum
number of task reports to be stored. If the count exceeds, the task reports will be
automatically deletedn the reversechronological order.

Targets and Alerts
The Targets and Alerts tabagplained belowRefer to Figurd7.

Basic Target and Alerts Scanner and Config

Scan Targets:

v 4
Alerts:

_+_

Schedule:

T+

Figurel?

Scan Targets
To scan a previously configured Target, click the dropddwradd a new Target for

scanning, cIic+ (Blue Plus).

Alerts
You can select a previously configure Afesm the dropdown Thecommunication about
status changes of a tas& the administratorcan be donesziaemail, SCP, Splunk and SMB.

Tocreate a new alertclick+ (Blue Plus).

Schedule

You can select a previously configured Schedule form the dropdawincan run a task for
a Target at a scheduled time or repeatebliysetting time of your preference. For example,
you can scan your network every Friday evening at 5:00TBMreate a new schedule click

+ (Blue Plus).

16
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Scanner and Config
The Scanner an@onfig tab is explained belowRefer to Figuré8.

Basic Target and Alerts Scanner and Config

Scanner:

Scan Config:

Full and fast r

MNetwork Source Interface:

Order for target hosts:

Sequential v

Maximum concurrently executed plugins per host:
5

Maximum concurrently scanned hosts:
10

Figurel8

Scanner

The Nemasis supports only the bdiltNemasis Default and CVE scanning engieth the
scan engines are core programs loaded with comprehensive protecaijpabilities that
protect systens against known threats.

17
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Scan Config
The Nemasis is preloaded weiight scan configurationthat help you scan a Target
according to your requirements

1.

Discovery
This configuration useScan Pluginthat providesthe Tad S in@séaccurate
information. This configuration does not detect any vulnerability.

Empty
If you do not want any scan configuration for the task, select this configuration.

Full and Fast

By default, this configuration is selected and most preferradifioenvironments.
This configuration is based on the information gathered from éarlier port scan. It
uses Scan Plugirthat do not harm the target system. Also, to keep the false
negative rate low, this configuration contains optimized plug@@mpared to other
configurations, it provides more value with less effort.

Full andFast Ultimate
This configuration expands the first configuration wban Pluginthat may cause a
shutdown or disrupt a service.

Full and Very Deep

Compared td-ull andFastconfiguration, this configuration is slow and differs in port
scan results and application or service detection not having an impastan
Pluginsselection. In this configuration specifican Pluginare used that test for
vulnerabilities withina service/application not detected previously or the ones that
will have to wait for a timeout.

Full and Very Deep Ultimate
This configuration adds advanc8&dan Plugin® Full and Very Deeponfiguration
that may cause a system or service disruptions.

Host Discovery
In this configuration, specifiScan Pluginare used that discover a target system. The
report contains onlyhe list of discovered systems.

System Discovery
This configuration useScan Pluginthat discover target systems along with
hardware in use and installed operating systems.

Network Source Interface
Enter the network source interfagaf the Nemasis for thaecan.

18
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Order for target hosts
You can sele¢he search type for apecified network areaClick the dropdown to select
from the following options:

A Sequential

A Random

A Reverse
For example, if you are scanning a network 192.168.0.0/24 consisting many systems at the
beginning or end of the IP address range. By selecting Random mode, the progress view will
be more meaningful.

Maximum concurrently executegluginsper host / Maximum concurrently scanned hosts
You can specify the maximum numberSufan Pluginthat will scan a Target concurrently.

The default number of Scan Plugiis chosen with care. If a system is scanned muithe

Scan Pluginsoncurrently or a scan is run for multiple systems at the same time, the target
systems, the network or the Nemasis appliance might face a negative impact. You can edit
the maximumScan Pluginand host value.

19
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Quick Task

The Quick Task lets you rarscan tasknstantly. Refer to Figurd.9.

Create Quick Task

IP Address :
IP Address (2]

The default address is either your computer or network gateway.
Nemasis will do the following processes for you:

1. Create a new Target
2, Create a new Task
3. Start this scan task right away

As soon as the scan progress is beyond 1%, you can jump to the scan report via the link in the Reports Total column and review the results collected so far.

Add Quick Task

Figurel9

Enter the IP address of the target system and then @l Quick Task

Nemasis wiltlo the followingprocesssfor you
1. Create a new Target.
2. Crede a newTask.
3. Startthis scan taskight away

As soon as the scan progress is beyond 1%, you cartheewport by clicking the
numericalin the Report column and view the results collected soRafer to Figur0.

Task Name Status Report Last Report Severity Trend Actions

Immediate scan of IP Running (1%) 1 Wi | i | (.

Figure20

You can manage the task by clickiogns in theActionscolumn.

1 B0 Stoptask
1 4 Start task
1 Resume task
1 Edit task
g m Delete task
1 - Clone task
1 Task is scheduled
The icor. - will change tc>>, only if a running task is stopped.
Note
If you resume &topped task, the scan will exclude the already scanned IP addre

20
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You can view the report during the scan and after the scan task is completed by clicking the
numerical in theReportcolumn. The Severity column displays criticadityany vulnerabiliy
detected.Clicking the numerical iHigh Medium, Lowand Logcolumn displays only Results

tab from the report.Refer to Figur@1l.

Taskwise Reports

View |10 ¥ records per page.

Date

¢ 7

Status Task Severity High Medium Low Log Actions
Apr 17 2019 09:23 PM Done qa 10.0 3 0 21 ﬁ
Figure2l
To view the detailed reportclick the date irbate column.Refer to Figur@2.
Report: Wed Feb 27 2019 20:56:15 (test-56-sec) | Export || & Back ‘

nfo Results Hosts Ports Applications Operating Systems CVEs TLS Certs
Detection

Vulnerability % Severity ¥ Threshold

Apache HTTP Server ‘'mod_auth_digest' Do5 Vulnerability (Windows) 80%

-~
M ]

€« 1-10/277 > 0% 1 v

A

A~ -~
¢ Protocol % Created =

443 tcp Wed Feb 27

2019 21:05:25

Figure22

Clicking the vulnerability displays its Summary, Detection Result and Solution.

21
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Exporting a Report
To exportareport to your systemclickExport
Export pop-up window appearskefer to Figur@3.

Report Format:

PDF v

XML
TXT
PCI-D55

Figure23

The report can be downloaded in four formats which are PDF, XML, TXT dn8$&dlect
the preferredformat and then cliclOK Thereport will be downloadedo your systemThe

report containsdetails like summary, vulneralylidetected, solution, vulnerability insight,
detection method and CVE references.

22
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Advanced Quick Task

The Advanced Quick Task lets yon a task according to your neeldg cutting down on
excesgnanual configurationRefer to Figur@4.

Create Advanced Quick Task

Task Name : Scan Config: TargetIPs:
Full and fast v e
Start Options :
®Start Immediately

Schedule for Later

04/25/2019 o7 29 uTC

Do Naot Start Automatically
SSH Credential : SME Credential : ESXi Credential :

¥ on|22 - M - v

Send Email to :

Email ID

Add Advanced Quick Task

Figure24

Task Name
Enter a name for the task in field.

Scan Config
Select the scan configuration of your preference.

Target Host
Enter the IP address or import a list of IP addresses in this field. You can enter the IP address
in fieldwith following formats:

1 Single IP address, for example 192.168.25.151

1 IPv4 address range, for example 192.168.25251

1 IPv4 network in CIDR notation, for example 192.168.25.0/24

1 Multiple IP addresses separated by commas

Start options
There are thre@ptions available to start the task.
1 Start Immediatelyg Select this option will start the task immediately.
1 Schedule for Late¢ You can schedule the task on your preferred date, time and
your region.
1 Do Not Start Automatically; Select this option to maually run the task.

23
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SSH Credential
Select this credential if the target system runs on Linux or UNIX. Click the dropdown and
select the credential.

SMB Credential
Select this credential if the target system runs on Microsoft Windows. Click the dropdown
and select the credential.

ESXi Credential
Select this credential if the target system is a VMWare ESXi system. Click the dropdown and
select the credential.

Send Email to
Enter the email ID in this field if you wish to receive the task reporewiail. The report will
be in body text and not as attachment.

Atfter filling all the fields, clickdd Advanced Quick TasKhe task will be added to the
Current Tasks list.

In the upper right corner there are two buttons available.

1 Click this icon terint the report.
7 B Click this icon to export the report in XLS format.

24
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Assets

The Assets module displays the hostnames and OS of the scanned endpoints. The endpoints
will be displayed in Assets only after they are scanned by Nemasis.

Host

TheHostsubnodule displays the Hostname, IP address, OS and severity of the scanned
endpoints along with the modification dat&efer to Figur&5.

Host List x|
View 10 ¥ |records per page. - -
MName Hostname IP Address 0s Severity Modified

Windows 10 Pro 16299 10.0 Mon Apr 15 2019
Microsoft Windows 10.0 Tue Apr 16 2018
Figure25

OperatingSystems
TheOperating Systemsubmodule displays the OS names, numbérasts and severities
found. Refer to Figure6.

Assets - Operating System / Firmware | Eg
View |10 ¥ |records per page. - -
Severity

Name Latest Highest Average Host Modified

omicrosoftwindows 10.0 10.0 10.0 2 Tue Apr 16 2019
ormicrosoftwindows_10:170%:cb:pro 10.0 10.0 10.0 1 Mon Apr 15 2019
ormicrosoftwindows_7:-spl 10.0 10.0 100 1 Tue Apr 16 2019

Figure26
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Task Results

The Task Results module contains results of all tasks run in the database. It consists of three
submodules which ar&ask Dashboardresultsand Vulnerabilities

Task Dashboard

TheTask Dashboarsubmodule displays results of the tasks by status, severity class, CVSS,
most high results and high results per host in varimisractivechart formats.
Refer to Figur@?7.

Task Dashboard

[——

Tasks by Status = Tasks by Severity Class =

33.0%
44.0%
10.0%
13.0%
ONA @ Log Medium @ High
Tasks by CVSS Tasks by Most High Results
Tasks by CVSS = Tasks by Most High Results =

] " 10 10
33 z 5
3 s
I .’ .J !
3 0 l

Tasks by High Results per Host
Tasks by High Results per Host =
Immediate S€nef IP 192.168.0.75 (severity: 10.0)

A (severity: 100,

51123 (severity: 10.0)

2 (severity: 10.0)
QA (severity: 10.0,

QAAA (severity: 10.0,

Figure27

26
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Results

TheResultssubmodule displays the type ®tilnerability found,Solution for vulnerability,
Detection Threshold Host IP addresd;ost Name, type ofProtocol used Severity level and
Detection date. Refer to Figui2s.

Task Results - Cumulative Search Filter n @ N <}
View |10 ¥ |records per page. & 2 3 4 5 G 7 3 9 10
Vulnerability Solution Type Detection Threshold Host IP Host Name Protocol Severity Detection
1.3.6.1.4.1.25623.1.0.10330 20 902/tcp 0.0 Wed Feb 27 2019
1.3.6.1.4.1.25623.1.0.10330 20 3389/tcp 0.0 Wed Feb 27 2019
1.3.6.1.4.1.25623.1.0.10330 80 2221/tcp 0.0 Wed Feb 27 2019
1.3.6.1.4.1.25623.1.0.10330 20 912/tcp 0.0 Wed Feb 27 2019
1.3.6.1.4.1.25623.1.0.10330 80 22ftep 0.0 Wed Feb 27 2019
1.3.6.1.4.1.25623.1.0.10330 20 20/tep 0.0 Wed Feb 27 2019
Figure28

SearchFilter
You can filter the displayed information by using filter tags. Following filter tags can be used:
1 ~ contains for example, name~admin
T = equals for example, family=Product detection
1 <lesghan for examge, severity<7.0
1 > greaterthan for example, severity>4.0

To filter by date, enter the date format &' YNMM-DD.

To search fgr the exact result, enter your search in Double Quotation Marks.
C2NJ SEFYLX S FrYAferazSo { SNUSNERaX aSOSNRGer

To filterthe result by two categories, enter the filter tags in following manner:
FlLYAf&réz2sSo {SNIOSNBRE YR aASOSNARGEerépont
Note: The filter tags are case sengitiand must be entered in lowesise.

You can filter the displayed informatida find a specific resulty usingfollowingfilter tags
T name (Vulnerability)
1 host (Host IP)
1 severity

27
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Vulnerabilities

TheVulnerabilitiessubmodule displaythe Wzt vy S NI 6 A fOMésERasijiNgesy S =
Result, Bverity level Detection Threshold Results and the number dflosts on which it
occurred. Refer to Figur2o.

Vulnerabilities - Cumulative Search Filter n (7] | E]
View| 10 ¥ |records per page. « - 2 3 4 5 6 7 8 9 10 =»
Detection

MName Oldest Result Mewest Result Severity  Threshold Results  Hosts

Apache HTTP Server 'mod_auth_digest' DoS Vulnerability (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Apache HTTP Server 'mod_auth_digest' Multiple Vulnerabilities (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Apache HTTP Server « 2.4.38 mod_session_cookie Vulnerability (Windows) Wed Feb 27 Wed Feb 27 ] 2 1
2019 2019

Apache HTTP Server Denial Of Service Vulnerability August15 (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Apache HTTP Server Denial of Service Vulnerability-02 Apr18 (Windows) Wed Feb 27 Wed Feby 27 80 2 1
2019 2019

Figure29

TheResultsand Vulnerabilitiessubmodules display a cumulative result.
You can filter the displayed information to find a specific result by using following filter tags:

T name
1 severity

28
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Reports

The Reports module displays task wise reports sorted by date. On the right side you can see
status, name, severity level, status of severity and logs. Clicking on the date shows detailed
information about a report containing detaili&e Info, Results, Host, Ports, Applications, OS,
Network CVEs, LatCVEs and TLS certificatidndResultstab, additional infomation

about vulnerability is displayed containing its summary and detection result. The report can
be exported in .pdf, ml, .txt and PGDSS (pdf) formats. Refer to Fig@@

Taskwise Reports
View |10 ¥ | records per page. - 3
Date Status Task Severity High Medium Low Log Actions
Apr 22 2019 07:51 PM Dane Immedizte scan of IF 10.0 3 a 20 Eﬂ
Apr 22 2019 07:38 PM Dane Immediate scan of [P 10.0 3 a 20 o
Apr 18 2019 06:43 PM Done test 5 100 114 20 493 ﬁ-j
Apr 18 2019 05:10 PM Done test 5 100 116 20 482 ﬁ-j
Apr 18 2019 05:08 PM Stopped at 1% test 0 0 146 o
Apr18 2019 12:23 AM Done qa 0.0 0 0 a 1 Eﬁ
Apr18 2019 12:23 AM Done task 1 A 0 0 0 0 Eﬁ
Apr18 2019 12:18 AM Stopped at 32% 00 0 0 0 14 o
Apr17 2019 11:57 PM Daone task 1 A 0 0 o o ﬁ
Figure30

Deleting a Report
To delete &eport, follow the steps given below:
1. In the Actions column, clic.
A delete confirmation prompt appearRefer to Figur&1.

110442 says

Do you want to delete report for Task : 7

Figure31
2. ClickOK The report will be deleted.

29
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Security Info

The Security Info module contains four submodules whictsasn PluginsCVE, CPi&hd
OVALDefinitions.

Scan Plugins

These ardgestsused by Nemasis to target a system for potential vulnerabilities. You can
updateScan Plugs runthem against an endpoint and identify the network vulnerabilities.
The Nemasis will identify the vulnerability and provateuratesolution to patch it.

Refer to Figur&2.

Scan Plugins- Total: 46258 Search Filter n e
View| 10 ¥ |records per page. « 2 3 4 5 6 7 8 9 10
Detection
Name Family Created Modified CVE Severity  Threshold
Django Version Detection (Windows) Product Wed Feb Wed Feb NA 0.0 97
detection 27 2019 27 2019
Alemba Nano Detection Product Wed Feb Wed Feb NA 0.0 80
detection 27 2019 27 2019
Op -byte record padding oracle General Wed Feb Wed Feb CVE-2019-1559 30
(CV 1559) (Linux) 27 2019 27 2019
Debian LTS Advisory ([SECURITY] [DLA 1691- Debian Local Wed Feb Wed Feb CVE-2018-17581, CVE-2018-19107, CVE-2018-19108, 97
1] exiv2 security uf Security Checks 27 2019 27 2019 CVE-2018-19535, CVE-2018-200587
Beward IP Cameras Unauthenticated RTSP ‘Web application Tue Feb Tue Feb NA 93
Stream Disclosure Vulnerability abuses 26 2019 26 2019
Figure32

You can filter the displayed information to find a specific result by using following filter tags:

T name
q family
1 severity
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CVE

CVE stands for Common Vulnerabilities and Exposures. It is a dataldassvafsecurity
threats. As per the CVE websitgylnerability is a flaw in software code that provides an
attacker with direct access to a network or system. Exposurds a flaw in software code
that provides an attacker with indirect access to a netivor system. Nemasis has a
database of vast vulnerabilities and provides solution for the sdeéer to Figur&3.

Common Vulnerabilities and Exposures (CVE) - Total: 118781 Search Filter an @
View| 10 ¥ |records per page. “ - 2 3 4 5 6 7 a 9 10
Name Vector Complexity Auth Confidentiality Impact Integrity Impact Availability Impact Published Severity
MNETWORK LOW NONE High High High Wed Jul 11 2007 10.0
MNETWORK LOW NOMNE High High High Thu Jan 04 2007 10.0
NETWORK LOW NOME High High High Fri Sep 21 2007 10.0
CVE-2007-0062 METWORK LOW NOME High High High Fri Sep 21 2007 10,0
CVE-2007-0063 MNETWORK LOW NONE High High High Fri Sep 21 2007 10.0
CVE-2007-0065 MNETWORK LOW NOMNE High High High Tue Feb 12 2008 10.0
Figure33

In the pasta lot of organizations reportethe discovered vulnerabilitieat the same time
by assigning them different names. Tvariousscannergsoo reported the same
vulnerability with various names. This led to a compastgulnerabilitiesand finding out it
was the same vulnerabilityeported multiple times

In 1999, The MITRE Corporaticerddressed this issue igundingthe CVE projecEach

vulnerability is allocated a special identifier that consists a year and nurberNVD
OblFdA2Yy Il f +dzf ySNIOoAfAGE S5FdFokaSo t221a dzJ a
foNJ @dzf ySNIroAfAGEET GKS ASOSNRGEe> LINRPRdAzOG&A FFF
CVE databasand combines the information with Scan Plugins to display the accurate scan

results.

You can filter the displayed information to find a specific relsylusing following filter tags:
name

vector

complexity

confidentiality impact

integrity impact

=A =4 -4 -4 -4
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CPE

CPE stands for Common Platform Enumeratiéfier CVEs, MITRE introduced this

structured method of identifying and describing classes of OS, hardware devices and

a2F0 61 NBa LINBaSyid 2y | yThEGPE B Natiddu@dEnamingO 2 Y Lidzi A
schema based on the generic syntax of the URI (Uniform Resource IderAsi¢he CE

standard is closely associated with CVE standard, the unique combination helps identify
vulnerabilities quicki across a product or platfornRefer to Figur&4.

Common Platform Enumerations (CPE) - Total: 307048 Search Filter n @
View |10 ¥ | records per page. P - 2 3 4 5 5 7 5 9 10
Name Title Moedified CVEs Severity
odinuxlinu:_kernel:4.20.8 Linux Kernel 4.20.8 Fri Feb 15 2019 4 78
olinuelinuy_kernel:4.20.7 Linux Kernel 4.20.7 Fri Feb 15 2019 3 78
olinuxlinux_kernel:4.20.5 Linux Kernel 4.20.5 Fri Feb 15 2019 3 7.8
oilinulinux_kernel:4.20.4 Linux Kernel 4.20.4 Fri Feb 15 2019 3 7.8
oilinulinux_kernel:4.20.3 Linux Kernel 4.20.3 Fri Feb 15 2019 3 7.8

Figure34

The CPE project was also initiated by MITRE but diynéms maintained by NIST (National
Institute for Standards and Technology) as a part of NVD.

You can filter the displayed information to find a specific result by using following filter tags:
1 name
1 cves
1 severity
T title
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OVALDefinitions

The OVAL Defitons are machingeadable standardized tests written in Open Vulnerability
and Assessment Language that scan systems for vulnerabilities, progracmespand
configuration issuesThe OVAL project was also initiated by MITRIEse XML based
definitions allow for easy processing by automated systdReder to Figure5.

OVAL Definitions ( Total : 28175 ) Search Filter n )
View| 10 ¥ |records per page. - - 2 3 4 5 6 7 a 9 10
Name Status Class Created Date Modified Date CVEs Severity
oval:org.mitre.ovalidef:29419 DRAFT inventory Mon Aug 17 2015 Wed Aug 19 2015 0 NA
oval:org.mitre.ovalidef:29043 DRAFT inventory Mon Aug 17 2015 Wed Aug 19 2015 0 NA
o yrg.mitre INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
o yrg.mitre INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
oval:org.mitre.ovalidef:29412 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
oval:org.mitre.ovalidef:29389 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA

Figure35

The OVAL definitioaval:org.mitre.oval290820f the inventory class describes the
Microsoft Visual Studio while the OVA&fidition oval:org.mitre.oval:def:28834f the
vulnerability class describes the vulnerability of Internet Explorer.

You can filter the displayed information to find a specific result by using following filter tags:

1 name

T class

1 cves

1 severity
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Configurations

The Configurations module contaimarget, Port List, Credentials, Alerts, Scan Config,
Schedule ScannersaandFalse Positivesubmodules.

Target

TheTargetsubomodule lets you add target#s login credentials for scanniragn endpoint
and displays a list of added targets. Refer to Fi@éxe

Targets x|
View| 10 ¥ | records per page. « - St | 45 g | B 6l 718! 9) 10
Name Host IPs Port List Credentials Actions
User 1 1 nemasis Default | 1 |
trgethi 1 All TCP | 1 | (.

SMB:
SSH:
Trget_1 1 All TCP and Nmap 5.51 top 100 | T [
uDP SSH:
Target_k 1 All privileged TCP and UDP | T [
SSH:
target1 1 nemasis Default | |L.
Target for 1 nemasis Default | 1 .
Target for 1 nemasis Default | [ |
Figure36
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Adding a ‘arget
To add a TargetJick Add Target
AddTarget form appearsroright pane. Refer to Figu.

Add Target

Name*;

Comment:

Host @ Exclude Host @
Ce || ||
Reverse Lookup Only Reverse Lookup Unify
Port List Alive Test
v Scan Config Default v

Credentials for authenticated checks
S5H SMB

A v
ESXi SNMP

Figure37

Name
Enter a namdor the Target

Comment
Enter a descriptive comment for éhlarget.

Host
Enter the IP address or import a list of IP addresses in this field. You can enter the IP address
in field with following formats:

1 Single IP address, for exampl@2.168.25.151

1 IPv4 address range, for example 192.168.25251

T IPv4 network in CIDR notation, for example 192.168.25.0/24

T Multiple IP addresses separated by commas

When importing IP addresses from a file, the same format can be used. In thedilB, th

addresses can be enterednmultiple lines. If you are scanning lists full of systems, this
strategy will be more beneficial.
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If you have a list of IP addresses you want to scan in a CSV or TXT file, tlmst tbggle.
The toggle will change fna MANUALto FILERefer to Figur&8 and39.

Host @
|
Figure38
Host£)
|
Choose File | Mo file chosen
Figure39

ClickChoose Filand select the file from destination path.

Exclude Host
Enter the IP addresses you want to exclude from the allist.e

If you have a list of IP addresses you want to exclude from the scan in a CSV or TXT file. Click
the Exclude Hostoggle. The toggle will change fradANUALto FILE
Refer to FigurédOand41.

Exclude Host €

o |
Figure40
Exclude Host &)
W e
Choose File | Mo file chosen
Figure4l

ClickChoose Filand select the file from destination path.
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Reverse Lookup Only
Nemasis will scan only those IP addresses that can be resolved into a DNSypatefault
the toggle is set ttNO, click the toggle to changeto YESRefer to Figurd2and43.

Reverse Lookup Only

Figure42

Reverse Lookup Only

Figure43

Reverse Lookup Unify

If multiple 1P addresses resolve to one DNS name, the Nemasis will scan the DNiilyame
once. By default the toggle is set D, click the toggle to change it dMES

Refer to Figurd4 and45.

Reverse Lookup Unify

Figure44

Reverse Lookup Unify

Figure4b

Port List

The UDP and TCP protocols support 65535 ports. In multiple cases, scanning all ports

consumes time. Most of the ports are normally not used. An IT company developing

application approaches IANMternet Assigned Numbers Authority) reserve a port. For

many scans, it is sufficient enough to scan the IANA registered portkegyt,in mindhat

the registered ports are different from the privileged ports. The privileged ports are smaller

than 1024 with the exception of the ports 3306/TCP (MySQL) and T&€B(MSQL) are
NEIAAUGSNBR YR AyOfdzRSR Ay GKS fAadtaoe .& RST
different list. Nemasis uses a different default as well.

Normally TCP ports get scanned fast. Operating systems that lack firewall featuags alw
respond to a TCP request and inform if the port is closed-R¥B or open (THK). The

UDP ports behave in a different manner. The operating system replies consistently only if
the port is closed (ICMPort-Unreachable). If the scanner does not geal response, it will

not scan the open port. Due to this, the scanner has to wait till it gets a response. The above
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mentioned case happens only with the firewall unprotected systems. If the firewall is active,
it becomes difficult to discover open ooskd ports.

If the application runs on a different port and needs continuous monitoring and testing by

Nemasis, verify the default port list and adapt it by goin@tmfiguration > Port Listrou

can even create your very own port list that includes your specified port, by cligkithg

PortListt t £ SFaS y24S GKIG @2dz OFyQi Y2RATFTe GKS |

Alive Test

Thisoption lets you specifthe method to checkvhether a target(s) is reachab

Following options are available in the dropdawn
T ICMP Ping

TCPACKService Ping

TCPSYN Service Ping

ARP Ping

ICMP & TGRCKService Ping

ICMP & ARP Ping

TCPACKService & ARP Ping

ICMP, TGRCKService & ARP Ping

Consider Alive

Scan Config Default

= =4 4 -4 4 -4 -4 -4 -4

Credentials for authenticated checks

SSH Credential

Select this credential to log into the target system for scan if the system is a UNIX or Linux
system.

SMB Credential
Select this credential to log into the target system for scan if the systeriisrasoft
Windows system.

ESXi Credential

Select this credential to log into the target system for scan if the systeriid\lare ESXi
system.

SNMP Credential

Select this credential to log into the target system for scan if the system$&\N&MP aware
systeam.

You can add new credentials by goingXtonfigurations > Credentiaks Add Credential

After filling all the fields, clickdd Target Thenew Target will be added to the Targets list.
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Actions

Clicking icons in the Actions column lets you tageons regarding a Target.
q [ Delete Target
1 Edit Target
g & Clone Target

Deleting a Target
To delete a drget, follow the steps given below:
1. In the Actions column, clidli.
A delete confirmation prompt appearRefer to Figurd®6.

110442 says

Do you want to delete Target: Target for immediate scan of IP

Figure46

2. ClickOK
The Target will be deleted.

Cloning a Target
To clone a Target, clit™ in the Actions column. The Target will be cloned instantly.
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Editing a Target
To edit a Target, follow the steps given below:

1. In the Actiongolumn, click = .
Edit Target popup window appearskefer to Figurd?7.

Edit Target
MName*:
Target for immediate scan of IP
Comment:
o~

Host & Exclude Host &)
Reverse Lookup Only Reverse Lookup Unify
Port List Alive Test

nemasis Default ¥ Scan Config Default ¥
Credentials for authenticated checks
55H SME

- ¥ 22 - r
ESXi SNMP

-— L - L

Update Target

Figure47

2. Make the necessary changes and then dlipklate Target.
The Target will be updated.
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Port List

ThePort Listsubmoduledisplays a default port list that scans the number of TCP and UDP

ports. It alsdets you add a port or port range maniyabr from a .csv or .txt file.
Refer to Figurds.

Port Lists | B
View |10 ¥ |records per page. " N
Name Total TCP upp Actions
nemasis Default 4481 4481 0 m! L.

Al TCP 65535 65535 0 | | (.

All TCP and Nmap 5.51 top 100 UDP 65634 65535 98 | \L.

All TCP and Nmap 5.51 top 1000 UDP 65334 65535 999 | | [_.

All privileged TCP 1023 1023 0 |70 .

All privileged TCP and UDP 2046 1023 1023 ml L.

All IAMNA assigned TCP 2012-02-10 5625 5625 0 | | L.
Figure48
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Adding a Port List
To adda Port ListclickAdd Port List
Add Port List pojup window appearsRefer to Figurd9.

Add Port List

Name®*:

Comment:

Port Range*:
®Manual |T:1-5,721:1-3579

From File | Choose File | Mo file chosen

Add Port List

Figure49

Name
Enter a name for the Port List.

Comment
Enter a descriptive comment for the Port List.

Port Range
You can enter the port rangaanually or by importing a TXT or CSV Hiere TandU stand
for TCRand UDP ports respectively.
Enter the port range in following formats:
1 Single port, for example T:7, U:6
1 Port Range, for example FiD, U:15250
T Multiple ports, for example T:1,3,5,0;150,273,375

The lettersT and U must beenteredin uppercase.

Note | Ensure you entef:for TCP and): for UDP ports before specifying port numbers.

When entering ports/port range, at a time only one format should be followed.

After filling all the fields, clickdd Port List Thenew Port List will be added to the Port Lists.
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Actions

Clicking icons in the Actions column lets you take actions regarding a Port List.
q [ Delete Port List
T Edit Port List
7 & Clone Port List

Deleting a Port List

To delete a Port List, follow the steps given below:
1. Inthe Actions column, clicl.

Adelete confirmation prompt appearRefer to Figur&0.

110442 says

Do you want to delete PortList: sample port 67

Figure50

2. ClickOK
The Port List will be deleted.

Cloning a Port List
To clone a Port List, clil™ in the Actions column. The Port List will be cloned instantly.
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Editing a Port List
To edit a Port List, follow the steps given below:

1. In the Actions column, clic = .
Edit Port List pojup window appearskefer to Figur&1l.

Edit Port List

Name :

Sample Port List

Comment :
E
Port Range :
Start End Protocol Action
1 1 tcp m
3 3 udp o

Update Port List

2. Modify the port range bylickng TCP/UDP dropdown and then cliakd Port Range
3. After making the necessary changes, dilgdate Port List
The Port List will be updated.

Figure51
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Credentials

TheCredentialsubmodule lets yoadd credential by selecting a preferradthentication
type and login credentials fortarget Refer to Figuré2.

Credentials | By
Wiew |10 ¥ | records per page. . “
Name Type Allow insecure use Login Actions
Cresentials username + password (up) Mo El | ||_.

Figure52
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Adding aCedential
To add aCredential,click Add Credential
Add Credentiabop-up window appearskefer to Figuré&3.

Add Credential

MName*:

Comment:

Type:

Username+Password r

Allow Insecure Use :

Auto-generate :

Username*:

Password*:

Add Credential

Figure53

Name
Enter aname for theQredential.

Comment
Enter a descriptive comment for th@&edential.

Type

Click the dropdown and select a preferred authenticaficmm the following:
A Username + Password
A Username + SSH Key
A SNMP

Allow insecure use

The Nemasiwill use the credentials usingnly encrypted protocolsBy default this option
is set to NO. Click the toggle to change it to YES.
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AutogenerateCredentials

TheNemasiswill autogeneratea random passworébr the Gredential By default, this
option is set to NO. Click the toggle to change it to YES.

For Usernane+Password type authentication

Type:

Username+Password r

Allow Insecure Use :

Auto-generate :

Username*:

Password*:

Figureb54

Username
Enter thelogin nameof the target system.

Password
Enter thepasswordof the target system
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For Username+SSH Key typatlaentication

Type:
Username+3S5H Key v

Allow Insecure Use :

Auto-generate :

Username®*:

Password*:

Private Key*®: | Choose File | Mo file chosen

Figureb5

Username
Enter thelogin nameof the target system.

Password
Enter thepasswordof the target system

Private Key

The login process can be completed via SSH. Chiokse Filand then select the private
key to be uploaded.
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For SNMP type authentication

Type:
SNMP v

Allow Insecure Use :

SNMP Community*:

Username®:

Password™*:

Privacy Password :

Auth Algorithm™*:
MDS5 = SHAL

Privacy Algorithm :
® MD5 2 DES @ None

Figureb56

SNMP Community
Enter the protocolsisedfor the SNMPcommunity.

Username
Enter the Usernameof the SNMP.

Password
Enter the Passwordf the SNMP.

Privacy password
Enter the password to encrypt the communication in the SNMP system.

Auth algorithm

Select arauthentication algorithnfrom below options:
A MD5
A SHAl
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Privacy algrithm

Select an encryon algorithmfrom below options:
A AES128
A DES
A None

After fillingall thefields, clickAdd Credential The newQedentialwill be added tahe
Credentias list.

Actions
Clicking icons in the Actions column lets you take actions regarddmgdential
q M DeleteCredential

1 EditCredential
1 ] CloneCredential

Deleting a Credential
To delete a Credential, follow the steps give below:
1. In the Actions column, clicl.
A deleteconfirmation prompt appearsRefer to Figur&7.

110442 says

Do you want to delete Credential: Sample Credential?

Figure57

2. ClickOK
The Credential will be deleted.

Cloning a Credential
To clone &redentia) clickl™ in the Actions column. Theredentialwill be cloned instantly.
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Editing a Credential
To edit a Credential, follow the steps given below:

1. Inthe Actions column, clic
Edit Credential pp-up window appearsRkefer to Figur&8.

Edit Credentia

MName :

-

Sample Credentia

Comment :

Type:

Usemame+ Password v

Allow Insecure Use:
Username :

qwerty

Password :

Update Credential

Figureb8

2. Make the necessary changes and then dligklate Credetial.
The Credential will be updated.
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Alerts

TheAlertssubmodule lets you create custom alerts for a task that inform you about change
in task status via email and send you the task report in XML format. Refer to 68jure

Alerts | B
View 10 ¥ | records per page. . N
Name Event Condition Method Active Actions
test 55 Task run status changed to Done Always Email to Yas 1m| L.
Emnail Alert for Task run status changed to Done Always Emnail to Yes m| |_.
201904171625928
task Task run status changed to New Always Ermnail to ¢ Yes m| |_.
Splunk Task run status changed to New Always Send to Yes m| |_.
Email Alert for test 1 Task run status changed to Done Always Email to Yes m| |_.
20180416142458

Figure59
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Adding anAlert
To add an Alert,lick Add Alert
Add Alert popup window appearsRkefer to Figur&0.

Figure60
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