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Introduction

The Nemasis is\alnerabilityManagementuite that detects vulnerabilities in your

network and provides accurate solution to fix itaftsists you in managing your

2NBI YyAT FGA2yQa 2@0SNIff 3I2FSNYLTieNemasidNid a1 F YR
designed to keep you and your amgjzation safe from the cybsecuritythreatsand make

sure you are protected 24xBelow we have mentionekiey features oNemasis

Scan the endpointsonnectedacrosghe network for vulnerabilities

Report the vulnerabilities found and provide accuratgutions to fix them.

Monitor the securitystatusof the endpoinsin the organization.
Createandmanagescantasksfor endpoint.

Send customized alerts and reports of scan sasscording to your preferences.
Passive vulnerability scanner thaintinuously monitors network.

Inform about open ports, malicious applications or services running on systems
connected across network.

gegeeeee

As the technology isvolhing, so are the threat8ut with Nemasis at your hand, we are

sure that your orgaization ogerations will run fluid smoothThe Nemasis follows best

industry security compliances and regulatory frameworks that will help you strengthen your
IT security, improve productivity and accomplish business goals within time.

Scope and Purpose

The purposef this User Guide is to provide readers an understanding of the Nemasis
Vulnerability Management Console and guidance on the best way to use it. This User Guide
will prove useful for whoever is involved in developing, monitoring or learning about the
Nemssis.

The User Guide covers processes of creating a scan target, runniscgititask generating
the report andfixing the discovered vulnerabilities. If yate familiar with managing
vulnerabilities, the User Guide will be easy to understand. If you are not familiar, please
read more about it on the Internet as this User Guide does not offdejpth information.

It is recommended that you read this Useri@uside by side as you operate the Nemasis
console. Please note that this User Guide does not cover the installation process. If you
want to read about installation process, download the Installation Guide by clibki


https://nemasisva.com/free-trial/download.asp
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Supported Platforms/Browsers

Supported Devices/SystemsHeterogeneous Platforms/ applications

Network devices

Virtua systemsVMware,Microsoft HypefV and Oracle Virtual Box

Operatirg systems: Windows, Mac and Linux

Databases: Oracle and SQL Server

Web applications: Web servers, web services, OWASP Top 10 vulnerabilities
IPv4/hybrid networks

o T To o T Do

Browsers(with HTML5 support)
A Google Chrome (Recommended
A Mozilla Firefox
A Morzilla Firefox ESR
A Safari
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Login
To log in to the Nmmasis consolefollow the steps given below:
1. Launcha web browser.
2. Enter the following URL:
https://<IP address of the Nemasis installed system>:10442
Nemasis console logpageappearsRefer to Figure 1.

Login

& psername

& Password

Vulnerability Management Suite for

Enterprises

Figurel

3. Enterthe defaultlogin credentials
Usernameg admin
Password; admin

4. dickLogin
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After logging in to the Nemasifllowing screenappears
Refer to Figure.

& Admin | & Get Updates | i@ Logout | @
Dashboard (Auto Refresh)
Dashboard | dd |

i= Task Results

B Reports

5 Please select a dashboard to be
@ Security Info L

/4 Configurations

& Passive Scanner
& Administration
P Llicense

© Help & Support

Figure2

The console tree on the left sidksplaysollowing modules
Dashboard

Scan

Assets

Task Results
Reports

Security Info
Configuration
Passive Scanner
Administration
License

Help & Support

To To To To o Do Do To o Do Do
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Dashboard

The Dashboard module displays overall scan tesulinteractive pie, bar and line charts
clicking in pie and bar chartsusercan view the specific information. Refer to Figure 3.

Add

. By

Dashboard

+

Scan X Asset X Seclnfo %

Results by Severity Class » Reports by Severity Class »
Reports by Severity Class =

Results by Severity Class

@ High

Medium

® Log

@®log @ Low Medium @ High

Figure3
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Adding aDashboard
1. In the upper right corner,lick Add.
Add new Dashboard pepp windowappearsRefer to Figurd.

P4
Dashboard Title:
Initial Displays: Default ¥
Figure4
2. Enter a name in th®ashboard Titldield.
3. Clickinitial Displaysdropdown,select thepreferreddisplayand then clickAdd.
Refer to Figure 5.
=
Dashboard Title:
Initial Displays: Default v
Scan Displays
Asset Displays
SecInfo Displays —
Empty ‘ Add ‘
Figure5
The new Dashbad display will be added tbashboard.
9
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Adding a Display t®ashboard

1. In theDashboard displayat upper right cornerclick+.
Add new Dahboard Display prompt appeaRRefer to Figurd.

Choose Display: Chart: Hosts by Topology ¥

Figure6

2. ClickChoose Displagropdown, select the required display and then chald.
The newDashboad display will be added tbashboard.

Followingdisplays can be added fdashboard:
Tasks by Status

Results by Severity Class

Reports with High Results

Tasks by Severity Class

Tasks by CVSS

Tasks by Most High Results

Taks by High Results per host
Reports by CVSS

Results by CVSS

Results Description Word Cloud
Results Vulnerability Word Cloud
Vulnerabilities by CVSS
Vulnerabilities by Hosts
Vulnerabilities by Severity Class
Hostsby CVSS

Hosts by Modification Time

Hosts (High) by Modification Time
Hosts by Severity Class

Hosts by Topology

Most Vulnerable Hosts

Operating Systems by CVSS
Operating Systems by Severity Class
Plugirs byDetectionThreshold
Pluginsoy DetectionThreshadl Type
Pluginsoy Creation Time

OVAL Definitions by Class

OVAL Definitions by Creation Time
OVAL Definitions by CVSS

OVAL Definitions by Severity Class
CVEs by Creation Time

To I

Too Too To oo To To Too T o To To oo T To Too T To To To o T To Too To o T Do To

10
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CVEs by CVSS

CVEs by Severity Class
CVEs by Creation Time
CPEs by CVSS

CPEs bgeverity Class

To T To Too To

Deletinga Display fromDashboard
1. Inadisplay,leck |
Refer to Figurd.

[ ™

Tasks by Severity Class »

Tasks by Severity Class

. 20.8%

- 20.8%

®NA @log @ Low Medium @ High

Figure7
The display will be deletedom Dashboard

11
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Remowng aDashboard display
1. To removeaDashboard displayglick .
Refer to Figure.

Dashboard

5can EI Aszet W Seclnfo ¥

Figure8

A confirmation pompt appears Refer to Figuré.

Do you really want to remove the Dashboard 5can and all its contents?

Cancel

Remove

Figure9

2. ClickRemove
TheDashboard display will be removed.

In the top right corner, there are additional options. Ref@FigurelO.

= Admin | X Get Updates | i@ Logout | @

{Auto Refresh)

FigurelO

Get Updates
ClickingGet Updateswill initiate the download ohew database for Nemasis

Logout
Clicking_.ogoutwill log you out of the Nemasis console.

12
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Auto Refresh
Clicking the toggle will enable autefresh feature TheDashboard displays will be
refreshed after every scan task is completed.

Nemasis Helf&
Clickinc®? displays the Nemasis Help pop. Refer to Figurd 1.

@ Nemasis Help x

About Memasis

@ Memasis Vulnerability Management Suite for Enterprises

Installed Date: Tue Sep 10 2019
Signature Date: Meon Sep 09 2019
Current Version: 14.0.1000.108
Get Help with Nemasis

Report an issue

Copyright © 2019 MicroWerld Technologies Inc. All rights reserved

e

MNemasis Terms of usage and service and Privacy policy

Figurell

The popup displaysNemasis Installed Dat8ignature Date and the Current Version in use.
By clickingset Help with Nemasigou get redirected to Nemasis webpage containing Help
Documentation and a link to Chat Suppdftyou are facing any issue with the Nemasis, click
Report an issueYou wilbe redirectedto the Nemasis Support webpage where you can
report your issue and get it solved quickffou caralsoread aboutthe Nemasi§) &erms of
Usage and Servicand Privacy Policyy clicking the respective links.

13
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Scan

The Scan module lets you rus@antask forfinding vulnerabilities indpoints.It contains
three submodulemamelyTask QuickTaskand AdvancedQuickTask

Task

The Task submodule displays the listofrent tasks. The Status column displays whether
task is In Progress oaf’sed or DongYou can view the task progress and check its report
while the scanning is in proces$gefer to Figure 12.

Current Tasks l x]

View 10 ¥ | records per page. « »

Task Name Status Report Last Report Severity Trend Actions

Immediate scan of IP Done 2 Thu Jul 04 2019 10,0 same ’ 1>>] | _|]-I|_ | L.

Immediate scan of IP Done 1 Thu Jul 04 2018 | Al
Figurel2

The Severity column displays the severity level of the completed tabksseverity level is
color coded for their ratings.

SeverityLowranges from 1 to 4

Severity ¢ranges from 4.1to0 7.0

SeverityHigh¢ranges from 7.1 to 10

The Trend columnisplaysthe vulnerabilitycomparisorresult of latest scan with the last
scan For example, if fewer vulnerabilities are found after the task is rerun, the Trend
column will displaylown. Whereas if moreulnerabilities are found after the task is rerun,
the Trend column will displayp. If similar vulnerabilities are found aftthe rerun, the
Trend column will displayame

14
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Adding a Task
To add a Tasklick Add Task
Add Task form appears on the right paRefer to Figurd.3.

Add Task

Basic Target and Alerts Scanner and Config

MName*:

Description:

s
Add Result to Asset: Alterable Task: Min. Detection Threshold®:

o | B2 | 70 B

Auto Delete Reports:
® Do not automatically delete reports

Automatically delete cldest reports but always keep newest |5

In the Add New Task, there are three tabs available.
1 Basic
i Targets and Alerts
1 Scanner and Config

Figurel3

15
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Basic
The Basic tab is explained below:

Name
Enter the task name in this field.

Description
Enter the task description in this field.

Add Result to Asset
This feature lets you add the task result to the Assetsluie By default this option is
enabled, you can disable it based on your prefereffer to Figurd4and 15.

Add Result to Asset:

! .|

Figurel4d

Add Result to Asset:

Figurel5

Alterable Task

This feature lets you modify a task even if the redortthe same task is already generated.
If the tasks are altered, there will be no consistency amongst task reports.

Refer to Figurd6and17.

Alterable Task:

< .|

Figurel6

Alterable Task:

Figurel?

Min DetectionThreshold
This featurdets you specify quality for the addition of the results to the asset database.

Auto Delete reports
1 Do not automatically delete reportg By selecting this option, Nemasis will not
delete the task reports. You will have to delete each task report manually. By
default, this option is selected.

16
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1 Automatically delete oldest reports but always keep newesBY selecting this
option you enabldNemasis to autalelete old reports. You can specify the maximum
number of task reports to be stored. If the count exceeds, the task reports will be
automatically deletedn the reversechronological order.

Targets and Alerts
The Targets and Alerts tabagplained belowRefer to Figurd8.

Basic Target and Alerts Scanner and Config

Scan Targets:

T +
Alerts:

_+_

Schedule:

v +

Figurel8

Scan Targets
Qick the dropdowrand select the appropriateafget To add a new Targétom the tah

click+. Learn more about Targets by clickimere.

Alerts

Selectthe appropriateAlert from thelist. Toadda new alertfrom the tah click+.
Learn more about Alerts by clickihgre.

Schedule
Click the dropdown and select the appropriate Schedideadda new schedulérom the

tab, click ¥ Learn more about Schedule by clickirege.

17
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Scanner and Config
The Scanner and Config tab is explained beRefer to Figuré.

Basic Target and Alerts Scanner and Config

Scanner:

Scan Config:

Full and fast r

MNetwork Source Interface:

Order for target hosts:

Sequential ¥

Maximum concurrently executed plugins per host:
5

Maximum concurrently scanned hosts:
10

Figurel9

Scanner
Click the dropdown and selettte appropriateScanner.
Learn more about Scanner by clickimeye.

Scan Config
Click the dropdown and select tlagppropriateScan Config.
Learn more about Scan Config by clickiece.

Network Source Interface
Enter the network source interfaaaf the Nemasis for thecan.

18
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Order for target hosts
You can seledhe search type for apecified network areaClick the dropdown to select
from the following options:

A Sequential

A Random

A Reverse

For example, if you are scanning a network 192.168.0.0/24 consisting many systems at the
beginning or end of the IP address range. By selecting Random mode, the progress view will
be more meaningful.

Maximum concurrently executd pluginsper host / Maximum concurrently scanned hosts
You can specify the maximum numberSifan Pluginthat will scan a Target concurrently.
The default number of Scan Plugiis chosen witluitmost care. If a system is scanned with
more Scan Pluginsoncurrently or a scan is run for multiple systems at the same time, the
target systems, the network or the Nemssppliance maface a negative impact. You can
edit the maximumScan Pluginand Scanned Bists value.

19
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Comparing Reports
To compare reportsf a task after it is rerun, follow the steps given below:
1. dick the numericaVvalue in Reports column
Taskwise Reports page appears. Refer to Figre

Taskwise Reports

| € Back |

View 10 ¥ | records per page. « »

Date Status Task Severity High Medium Low Log Actions
Jul 04 2019 04:18 P Done Immediate scan of IP 100 3 0 34 ﬁ
Jul 04 2019 01:13 PM Done Immediate scanof P[] 100 3 0 34 m
Figure20

2. In this comparison, the first report selected will be tRaseReport, while the next
selected report will be th€ompared ReportEnsure the correct selection sequence
and then in the upper right corner, cli@ompare
Report Compare popp appears. Refer to Figure 21.

Report Compare: Immediate scan of IP '8 0 x

Base Report: Jul 04 2019 04:13 PM

Compared Report: Jul 04 2019 01:13 PM

Vulnerability Severity Detection Host Protocol Status
Threshold
Apache Web Server End Of Life Detection 10.0 80% 8081 /tcp
Windows)
05 End Of Life Detection 10.0 80% general/tcp
Apache HTTP Server Multiple Vulnerabilities 7.5 80% 8081/tcp

Junel7 (Windows)

Apache HTTP Server ‘'mod_auth_digest’ 80% 8081/tcp
Multiple Yulnerabilities (Windows)

HTTP Debugging Methods (TRACE/TRACK) 99% 8081/tcp
Enabled

Figure2l

Usersshould note that at a timenly two reports can be compared.

20
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Quick Task

The Quick Task lets you rarscan tasknstantly. Refer to Figur@2.

Create Quick Task

IP Address:

IP Address 9

The default address is either your computer or network gateway.
Nemasis will do the following processes for you:

1. Create a new Targst
2. Create a new Task
3. Start this scan task right away

As soon as the scan progress is beyond 1%, you can jump to the scan report via the link in the Reports Total column and review the results collected so far.

Add Quick Task

Figure22

Enter the IP address of the target system and then @l Quick Task

Nemasis willdo the followingprocesssfor you:
1. Create a new Target.
2. Createa newTask.
3. Startthis scan taskight away

As soon as the scan progress is beyond 1%, you cartheawport by clicking the
numericalin the Report column and view the resutisllected so farRefer to Figur@3.

Task Name Status Report Last Report Severity Trend Actions
Immediate scan of IP Running (1%) 1 Wi | |
Figure23
You can manage the task by clickiogns in theActionscolumn.
|l StartTask
g B0 Stop Task
1 Resumerask
|l EditTask
M DeleteTask
|l - CloneTask
|l Task is scheduled
The icor. - will change tc>* only if a running task is stopped.
Note

If you resume a stopped tasthe Nemasisvill exclude the scanned IP addresses.

21
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You can view the report during the scan and after the scan task is completed by clicking the
numerical in theReportcolumn. The Severity column displays criticadityany vulnerability
detected.Clicking the numerical iHigh Medium, LowandLogcolumn displays only Results
tab from the report.Refer to Figur@4.

Taskwise Reports

View| 10 ¥ |records per page. « »

Date Status Task Severity High Medium Low Log Actions
Apr 17 2019 09:23 PM Done qa 10.0 3 0 21 ]ﬁ
Figure24

To view the detded report, click the date irbate column.Refer to Figur&5.

Report: Wed Feb 27 2018 20:56:15 (test-56-sec) | Exnort || € Back ‘

nfo Results Hosts Ports Applications Operating Systems CVEs TLS Certs

€ 1-10/277 3 10v 1 v

Detection
Vulnerability %  Severity $ Threshold

<
B

£ Protocol £ Created e

Apache HTTP Server 'mod_auth_digest' DoS Vulnerability (Windows) 80% 443 ftcp Wed Feb 27

2019 21:05:25

Figure25

Clicking the vulnerability displays its Summary, Detection Result and Solution.

22
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Exporting a Report
To exportareport to your systemclickExport
Export pop-up window appearskefer to Figur6.

Report Format:

PDF v

XML
TXT
PCI-D55

Figure26

The report can be downloaded in four formdkeat are PDF, XML, TXT and-BSESelect
the preferredformat and then cliclOK Thereport will be downloadedo your systemThe

report containsdetails likeSummary,Vulnerability Detected, Solution, Vulnerability Insight,
DetectionMethod and CVE references.

23
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Advanced Quick Task

The Advanced Quick Task lets yon a task according to your neeldg cutting down on
excesgnanual configurationRefer to Figur@7.

Create Advanced Quick Task

Task Name : Scan Config: TargetIPs:
Full and fast v o
Start Options :
®Start Immediately

Schedule for Later

04/25/2019 o7 37 UTC

Do Mot Start Automatically
SSH Credential : SMB Credential : ESXi Credential :

¥ on|22 - v - T

Send Email to :

Email ID

Add Advanced Quick Task

Figure27

Task Name
Enter a name for the Task

Scan Config
Click the dropdown andeect the scan configuration of your preference.

Target Host
Enter the IP address or import a listiBfaddresses in this field. You can enter the IP address
in field with following formats:

1 Single IP address, for example 192.168.25.151

T IPv4 address range, for example 192.168.25251

1 IPv4 network in CIDR notation, for example 192.168.25.0/24

T Multiple IP addresses separated by commas

Start options
There are three options available to start the task.
1 Start Immediatelyg Select this optiorto start the task immediately.
1 Schedule for Lateg Select this option techedule the task on your preferred date,
time and region.
1 Do Not Start Automatically Select this option tatart the taskmanually.

24
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SSH Credential
If the targd system runs on Linux or UNIX, click this dropdown and select the appropriate
credential.

SMB Credential
If the target sgtem runson Microsoft Windowsclick this dropdown and select the
appropriate credential.

ESXi Credential
If the targetsystem is a VMWare ESXi system, click this dropdown and select the
appropriate credential.

Send Email to
Enterl  NJB LJ2 NIi en\NdSID ik this fied. T2 depaditailswill be inS Y | bddyreéxt.

Atfter filling all the fields, clickdd Advanced Quick TasKhe task will be added to the
Current Tasks list.

In the upper right corner there are two buttons available.

1 Click ths icon to print the report.
7 B Click this icon to export the report in XLS format.

25
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Assets

The Assets module displays the hostnames and OS of the scanned endgsersshould
note that the endpoints will be displayed in Assets only after they are ssdiby Nemasis.

Host

TheHostsubmodule displays the Hosthame, IP addressn€i8lledand severityievel of
the scanned endpoirdlong wit the host discoverylate. Refer to Figur@8.

Host List | B
View |10 ¥ |records per page. - -
Name Hostname IP Address 0s Severity Modified

Windows 10 Pro 16299 10.0 Mon Apr 15 2019
Microsoft Windows 10.0 Tue Apr 16 2019
Figure28

OperatingSystems

TheOperatingSystemsubmodule displays the OS nam&gveritylevel by its latest,
highest and average classificatiand detection amongst the number of hosts along with
detection date Refer to Figur@9.

Assets - Operating System / Firmware | E]
View |10 ¥ | records per page. - -
Severity

Name Latest Highest Average Host Modified

ormicrosoftwindows 10.0 10.0 100 2 Tue Apr 16 2019
ormicrosoftwindows_10:1709:ch:pro 10.0 10.0 100 1 Mon Apr 15 2019
oimicrosoftwindows_7:-spl 10.0 10.0 100 1 Tue Apr 16 2019

Figure29
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Task Results

The TaslResults module contains results of all tasks run in the database. It consists of three
submodules which ar&@ask Dashboardresultsand Vulnerabilities

Task Dashboard

TheTask Dashboarsubmodule displays results of the tasks by status, severity cldSS,C
most high results and high results per host in varimisractivechart formats.
Refer to Figur&0.

Task Dashboard

Tasks by Status Tasks by Severity Class

Tasks by Status = Tasks by Severity Class =

33.0%
aa.0%
10.0%
13.0%
@® Done @ New @ Stopped ONA @ Log Medium @ High
Tasks by CVSS Tasks by Most High Results
Tasks by CVsS = Tasks by Most High Results .

44 ) 10 10
= £} 6
g s
I : 3 !
13 . . .
N il g o &

ity
Tasks by High Resuits per Host

Tasks by High Results per Host =

Immediate e of IP 192.165.0.75 (severity: 10.0)

& (severity: 10.0)
QA (severity: 10.0/

QA (severity: 10.0/

Figure30

27
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Results

TheResultssubmodule displays the type ®ulnerability found,Solution for vulnerability,
Detection Threshold Host IP addresd;ost Name, type ofProtocol used Severity level and
Detection date. Refer to Figuigl.

Task Results - Cumulative Search Filter nu L] | B
Wiew |10 ¥ |records per page. - 2 3 4 5 § 7 8 9 10 =
Vulnerability Solution Type Detection Threshold Host IP Host Name Protocol Severity Detection

‘spank’ Denial of Service Vulnerability Denial of Service 75 general/tcp Thu May 30 2019
‘spank’ Denial of Service Vulnerability Denial of Service 75 general/tep Thu May 30 2019
Abyss httpd Dos Denial of Service 75 8081/tcp 71 Thu May 30 2019
Abyss httpd Dos Denial of Service 29 443 /tep 71 Thu May 30 2019
Apache Web Server Detaction Product detection 75 443 /tep 0.0 Thu May 30 2019
Apache Web Server Detaction Product detection 75 2221 /tcp 0.0 Thu May 30 2019

Figure31l
SearchFilter

You can filter the displayedformation by using following filter tags
1 ~ contains foexample, name~admin
1 = equals for example, family=Product detection
1 <lesghan for example, severity 7.0
i > greaterthan for example, severity 4.0

To filter by date, enter the date format &' YNMM-DD.

To search fgr the exact result, enter your sdairt Double Quotation Marks.
C2NJ SEFYLX S FFrYAf@razSo {SNUSNERazX aSOSNRGer

To filter the result by two categories, enter the filter tags in following manner:
FlLYAf&réz2sSo {SNIOSNBRE YR ASOSNARGEerépont
Note: The filter tags are case sengitiand must bentered in lowecase.

You can filter the displayed informatida find a specific resulty usingfollowingfilter tags
1 name (Vulnerability)
1 host (Host IP)
1 severity
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Vulnerabilities

TheVulnerabilitiessubmodule displaythe Wzt y S NI 6 A fOMéseRash)iNgesy S =
Result, Bverity level Detection Threshold Results and the number dflosts on which it
occurred. Refer to Figuig2.

Vulnerabilities - Cumulative Search Filter a @ | B
View| 10 ¥ |records per page. « - 2 3 4 5 6 7 8 9 10 =»
Detection

Name Oldest Result Newest Result Severity  Threshold Results Hosts

Apache HTTP Server 'mod_auth_digest' DoS Vulnerability (Windows) Wed Feb 27 Wed Feb 27 aa 2 1
2019 2019

Apache HTTP Server ‘'mod_auth_digest' Multiple Vulnerabilities (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Apache HTTP Server < 2.4.38 mod_session_cookie Vulnerability (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Apache HTTP Server Denial Of Service Vulnerability August15 (Windows) Wed Feb 27 Wed Feb 27 a0 2 1
2019 2019

Apache HTTP Server Denial of Service Vulnerability-02 Apr18 (Windows) Wed Feb 27 Wed Feb 27 80 2 1
2019 2019

Figure32

TheResultsand Vulnerabilitiessubmodules display a cumulative result.
Youcan filter the displayed information to find a specific result by using following filter tags:

1 name
1 severity
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Reports

The Reports module displays task wise reports sorted by date. Clicking the date shows a
report containing details like Info, Results, Hdorts, Applications, OS, Network CVEs,
Loal CVEs and TLS certificatidnResultstab, additional infemation about vulnerability is
displayed containing its summary and detection result. The report can be exporIFn
XML, TXand PGDSSPDFformats. Refer to Figurg3.

Taskwise Reports
View |10 ¥ | records per page. = n 2
Date Status Task Severity High Medium Low Log Actions
Apr 22 2019 07:51 PM Dane Immediate scan of [P 10.0 3 a 20 Eﬁ
Apr 22 2019 07:38 PM Dane Immediate scan of IP 10.0 3 a 20 ﬁ
Apr 18 2019 06:43 PM Done test5 100 114 20 4495 u_j
Apr 18 2019 05:10 PM Done test5 10.0 116 20 482 u_j
Apr18 2019 05:08 PM Stopped at 1% test 0 a 146 Eﬂ
Apr18 2019 12:23 AM Done qa 00 0 0 a 1 Eﬂ
Apr18 2019 12:23 AM Done task 1 MNA 0 0 a a Eﬂ
Apr 18 2019 12:18 AM Stopped at 38% 0.0 0 0 0 14 o
Apr 17 2019 11:57 PM Done task 1 A 0 0 a a ﬁ-j
Figure33

Deleting a Report
To delete &eport, follow the steps given below:
1. In the Actions column, clicl.
A delete confirmation prompt appearRefer to Figur&4.

110442 says

Do you want to delete report for Task : 7

Figure34
2. ClickOK The report will be deleted.
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Security Info

The Security Info module displays information relatechset security. itontains four
submodules which ar8can PluginsCVE, CPahd OVALDefinitions.

Scan Plugins

Scan Pluginaretestsused by Nemasis tecana system for potential vulnerabilities. You
can updateScan Plugs runthem against an endpoint and identify the network
vulnerabilities After the scanning is completedhe Nemasis will providaccuratesolutions
to patchvulnerabilities Refer to Figur&5.

Scan Plugins- Total: 52486 Search Filter n @
View| 10 v | records per page. - 2 3 4 5 6 7 8 9 10
Detection
Name Family Created Modified CVE Severity  Threshold
Lexmark Printer CSRF Vulnerability General Mon Mon Sep CVE-2019-10057 20
(TE921) Sep 09 09 2019
2019
Lexmark Printer SNMP DoS General Mon Mon Sep CVE-2019-9931 7.8 80
Vulnerability (TE919) Sep 09 09 2019
2019
Lexmark Printer Multiple Vulnerabilities  General Mon Mon Sep CVE-2018-9930, CVE-2019-9932, CVE-2019-9933 10,0 80
(TE920) Sep 09 09 2019
2019
Lexmark Printer Information Disclosure General Mon Mon Sep CVE-2015-10059 a0
Vulnerability (TES23) Sep 09 09 2019
2019
Lexmark Printer Account Lockout General Mon Mon Sep CVE-20159-10058 80
Vulnerability (TES22) Sep 09 09 2019
2019
Lexmark Printer A General Mon Mon Sep CVE-2019-9934, CVE-2019-9935 80
Control Vulnerab Sep 09 09 2019
2019
Figure35
You can filter the displayed information to find a specific result by using following filter tags:
1 name
1 family
1 severity

Clickinga Scan Plugin displays its Summary, Affected Softwar&€®ing according to
CVSS Base, Insight, Detection Methumly the system can benpacied, accurate Slution
to fix it, Familythe vulnerability belongs tand other References.
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CVE

CVE stands for Common Vulnerabilities and ExposliresCVE database contains details of
known security threatsAs per the CVE websitéulnerability is a flaw in software code that
provides an attacker with direct access to a network or systemEKpesures a flaw in
software code that provides an attker with indirect access to a network or system.
Nemasis has a database of vast vulnerabilities and provides solution for the same.

Refer to Figur&6.

Common Vulnerabilities and Exposures (CVE) - Total: 126734 Search Filter n o
View |10 ¥ |records per page. “ 2 3 4 5 6 7 8 9 10
Name Vector Complexity Auth Confidentiality Impact Integrity Impact Availability Impact Published Severity
CVE-2005-0002 NETWORK Low NONE High High High Mon May 02 2005 10.0
CVE-2005-0011 NETWORK Low NOMNE High High High Mon May 02 2005 10,0
CVE-2005-0050 NETWORK Low NONE High High High Mon May 02 2005 10.0

NETWORK LOW MNOME High High High Mon May 02 2005 10.0

NETWORK LOwW NOMNE High High High Mon May 02 2005 10.0

NETWORK LOwW MNOME High High High Mon May 02 2005 10.0

NETWORK LOwW NOMNE High High High Mon May 02 2005 10.0

CVE-2005-0339 NETWORK Low NOMNE High High High Mon May 02 2005 10.0
Figure36

In the pasta lot of organizations reportethe discovered vulnerabilitieat the same time
by assigning them different names. Tvariousscannerdoo reported the same
vulnerability with various names. This led to compa@tgulnerabilitiesand finding out
later thatit was the same vulnerabiliyeported multiple times

In 1999, The MITRE Corporati@ddressed this issue igundingthe CVE projecEach

vulnerability is allocated a special identifier that consists a year and nuriberNVD

Obl A2yl f +dzf ySNIoOoAtAGE S5FdGFokaSo t221a dzl a
for vulnerability,its severitylevel products affected and its impact. Nemasis refers the

b+5Qa [/ * 9andRombihes théiformation with Scan Pluginslisplay the accurate

scan results.

You can filter the displayed information to find a specific result by using following filter tags:
name

vector

complexity

confidentiality impact

integrity impact

=A =4 =4 -4 4

Clickinga CVE displays its Description, CVSS datallshe products vulnerable to specific
CVE.
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CPE

CPE stands for Common Platform Enumeratiéfier CVEs, MITRE introduced this
structured method of identifying and describing classes of OS, hardware devices and
softwaresinstalled2 y 'y Sy ( S MNihgNdsétsS e £PEORatiictured naming
schema based on the generic syntax of the URI (Uniform Resource Idersi¢gne CPE
standard is closely associated with CVE standard, the unique combination helps identify
vulnerabilities quickl across a mduct or platform.Refer to Figur@7.

Common Platform Enumerations (CPE) - Total: 426961 Search Filter n 2]
View|10 ¥ |records per page. = 2 3 4 s [ 7 g 9 10
Name Title Modified CVEs Severity
a:clippercms:clippercms:1.3.3 ClipperCMS 1.3.3 Sat Aug 10 2019 0 NA
a:clippercms:clippercms:1.3.2 ClipperCMS 1.3.2 Sat Aug 10 2019 0 NA
aclipperems:clipperems:1.3.1 ClipperCMS 1.3.1 Sat Aug 10 2019 0 MNA
a:clippercms:clippercms:1.3.0 ClipperCMs 1.3.0 Sat Aug 10 2019 0 NA
aclippercms:clippercms:1.2.9 ClipperCMS 1.2.8 Sat Aug 10 2019 0 NA
a:clippercms:clippercms:1.2.8 ClipperCMS 1.2.8 Sat Aug 10 2019 0 NA
a:clippercms:clippercms:1.2.7 ClipperCMs 1.2.7 Sat Aug 10 2019 0 NA
aclippercms:clippercms:1.2.6 ClipperCMSs 1.2.6 Sat Aug 10 2019 0 NA
a:clippercms:clippercms:1.2.5 ClipperCMS 1.25 Sat Aug 10 2019 0 NA
a:clippercms:clippercms:1.2.1 ClipperCMSs 1.2.1 Sat Aug 10 2019 0 NA

Figure37

The CPE project was also initiated by MITRE but currently it is maintained by NIST (National
Institute for Standards and Technology) as a part of NVD.

You can filter the displayedformation to find a specific result by using following filter tags:
T name

T cves
1 severity
1 title

Clicking a&CPE displays its NVD ID, Last Updd&td and Status.
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OVALDefinitions

The OVAL Definitions are machireadable standardized tests written @pen Vulnerability
and Assessment Languaddne OVAL Definitiorscan systems for vulnerabilities, programs,
patches and configuration issuebhe OVAL project was also initiated by MITRIEEse XML
based definitions allow for easy processing by automaiestemsRefer to Figur&8.

OVAL Definitions ( Total : 28175 ) Search Filter n @
View | 10 ¥ | records per page. @ 2 3 4 5 [ 7 8 9 10
Name Status Class Created Date Modified Date CVEs Severity
ovalorg.mitre.oval:def.29419 DRAFT inventory Maon Aug 17 2015 Wed Aug 19 2015 0 NA
oval:org.mitre.oval:def:29043 DRAFT inventory Mon Aug 17 2015 Wed Aug 19 2015 0 NA
ovalorg.mitre.oval:def.29489 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
ovalorg.mitre.oval:def:29438 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
ovalorg.mitre.oval:def.29412 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
o rg.mitre. INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
ovalorg.mitre.oval:def:29082 INTERIM inventory Fri Aug 07 2015 Mon Aug 31 2015 0 NA
ovalorg.mitre.oval:def:29377 INTERIM inventory Thu Aug 06 2015 Mon Aug 24 2015 0 NA
ovalorg.mitre.oval:def.29471 INTERIM inventory Wed Aug 05 2015 Mon Aug 24 2015 0 NA
ovalorg.mitre.oval:def:29117 INTERIM inventory Wed Aug 05 2015 Mon Aug 24 2015 0 NA

Figure38

The OVAL definitioaval:org.mitre.oval290820f the inventory class describes the
Microsoft Visual Studio while the OVAL definitmral:org.mitre.oval:def:28834f the
vulnerability classlescribes the vulnerability of Internet Explorer.

You can filter the displayed information to find a specific result by using following filter tags:
name

class

cves

severity

=A =4 =4 =4

Clickingan OVAL Definition displays its Title, Definition Class, Referenced CVESs, Security and
the File path.
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Configurations

The Configurations module contaiarget, Port List, Credentials, Alerts, Scan Config,
Schedule Scannersand False Positivsubmodules.

Target/ Group

ATarget can be a single computer or a group of computers to be scdaongdinerabilities
TheTargetsubomodule lets you add target#s login credentials for scannirayn endpoint
and displays a list of added targets. Refer to Fig%e

Target / Group N x}
View |10 ¥ | records per page. - .
Name P Port List Credentials Actions
Target for immediate... 1 nemasis Default | .

Target for immediate.. 1 nemasis Default | .
Figure39
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Adding a ‘arget

To add a TargetJick Add Target Group.
AddTarget form appearsroright pane. Refer to Figur.

Add Target

Name™:

Comment:

Reverse Lookup Only

Port List

Credentials for authenticated checks

55H

ESXi

Exclude Host ©

Reverse Lookup Unify

Alive Test

v Scan Config Default

SMB

SNMP

Figure40

Name
Enter a namdor the Target

Comment
Enter a descriptiveomment for tre Target.

Host
Enter the IP address or import a list of IP addresses in this field. You can enter the IP address
in the field with following formats:

T Single IP address, for example 192.168.25.151

1 IPv4 address range, for example 192.168.25251

1 IPv4 network in CIDR notation, for example 192.168.25.0/24

1 Multiple IP addresses separated by commas
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When importing IP addresses from a file, the same format can be used. In thedil®, th
addresses can be enterednnultiple lines. If you areceinninga list full of systems, this
strategy will be more beneficial.

If you have a CSV or TXT d¢bataining list of IP addressedick theHosttoggle. The toggle
will change fromMANUALto FILERefer to Figurédland42.

Host &)
o B
Figure4l
Host§)
W e
Choose File | Mo file chosen
Figure42

ClickChoose Filand select the file from destination path.

Exclude Host
Enter the IP addresses you want to exclude from the above list.

If youhave aCSV or TXT fimntaining IP addresses to be excluded from sclick the
Exclude Hostoggle. The toggle will change fra/ANUALto FILE
Refer to Figuréd3and44.

Exclude Host €

Figure43
Exclude Host €
Choose File | Mo file chosen
Figure44

ClickChoose Filand selecthe file from destination path.
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Reverse Lookup Only
Nemasis will scaspecificlP addresses that can be resolved into a DNS nBmdefault the
toggle is set taNQ, click the toggle to change it tbESRefer to Figurd5and46.

Reverse Lookup Only

Figure45

Reverse Lookup Only

Figure46

Reverse Lookup Unify

If multiple IP addresses resolve to one DNS name, the Nemasis will scan the DNiilyame
once. By default the toggle is set D, click the toggle to change it MES

Refer to Figurd7and48.

Reverse Lookup Unify

Figured?

Reverse Lookup Unify

Figure48

Port List
Clickthe dropdown and select the appropriate Port List.
Learn more about Port List by clickingre.
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Alive Test

Thisoption lets you specifthe method to checkvhether a target(s) is reachable.

Following options are available in the dropdawn
T ICMP Ping

TCPACKService Ping

TCPSYN Service Ping

ARP Ping

ICMP & TGRCKService Ping

ICMP & ARP Ping

TCPACKService 8ARP Ping

ICMP, TGRCKService & ARP Ping

Consider Alive

Scan Config Default

= =4 4 -4 4 A -4 -4 -4

Credentials for authenticated checks

SSH Credential

Select this credential to log into the target system for scan if the system is a UNIX or Linux
system.

SMB Credential
Select this credential to log into the target system for scan if the systeriMisrasoft
Windows system.

ESXi Credential
Select this credential to log into the target system for scan if the systeriid\are ESXi
system.

SNMP Credential
Select this @dential to log into the target system for scan if the systermiSAIMP aware
system.

You can add new credentials by goingonfigurations > Credentiats Add Credential

After filling all the fields, clickdd Target Thenew Target will be added tthe Targets list.
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Actions

Clicking icons in the Actions column lets you take actions regarding a Target.
g 0 Delete Target
1 Edit Target
g & Clone Target

The Target assigned to a Task cannot be editadkleted unless you assigha different

Target.
W Edit Target (in use)
W Delete Target (in use)

In order to editor deletesuch a Target,
1. Go toScan> Task
Current Tasks list appears.
2. Find the Task to which the specific Target is assigned and then in the Actions column,

click' = (Edit Task).

Edit Task pp-up window appears.

Click theTarget and Alertgab.

Click theScan Targetdropdown, select a different Target and then cliggdate
Task

Hw

As the Task is assigned a different Target, you can now delete or edit the specific Target.

Deleting a Target
Todelete a &rget, follow the steps given below:
1. In the Actions column, clicl.
A delete confirmation prompt appearRefer to Figurd9.

110442 says

Do you want to delete Target: Target for immediate scan of IP

Figure49

2. ClickOK
The Target will be deleted.

Cloning a Target
To clone a Target, clid™ in the Actions column. The Target will be cloned instantly.

40



nema

Vulnerability Management Suite

Editing a Target
To edit a Target, follow the steps given below:

1. In the Actions column, clic
Edit Target popup window appearskefer to Figur&0.

Edit Target
MName*:
Target for immediate scan of [P
Comment:
P

Host & Exclude Host @
Reverse Lookup Only Reverse Lookup Unify
Port List Alive Test

nemasis Default ¥ Scan Config Default ¥
Credentials for authenticated checks
55H SME

- v 22 - L4
ESXi SNMP

_— L _— v

Update Target

Figure50

2. Make the necessary changes and then dlipklate Target.
The Target will be updated.
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Port List

ThePort Listsubmoduledisplaysdefault port lissthat consistsof TCP and UDP ports. It also
lets you add a port or port range manlyabr from a CSV arXTile.
Refer to Figur®1l.

Port Lists | E]
View |10 ¥ | records per page. - N
Name Total TCP UDP Actions
nemasis Default 4481 4481 0 | \l_.

Al TCP 65535 65535 0 |0 | .

Al TCP and Nrmap 551 top 100 UDP 65634 65535 99 |0 .

All TCP and Nmap 5.51 top 1000 UDP 66534 65535 999 |

All privileged TCP 1023 1023 0 m| l_.

All privileged TCP and UDP 2046 1023 1023 ml |_.

All TANA assigned TCP 2012-02-10 5625 5625 0 |0 .
Figure51

The UDP and TCP protocols support 65535 ports. In multiple cases, scanning all ports
consumes timeasmost of the ports are normally not used. An IT company developing an
application approahes IANA (Internet Assigned Numbers Authority) to reserve a port. For
many scans, it is sufficient enough to scan the IANA registered ports. But, keep in mind that
the registered ports are different from the privileged ports. The privileged ports ardemal
than 1024 with the exception of the ports 3306/TCP (MySQL) and 1433/TCEIM)Sre
registered and included in the lists. The Nemasis is equipped with defaults Port lists that
contain specific TCP and UDP ports for scanning.

Normally TCP ports getcanned fast. Operating systems that lack firewall features always
respond to a TCP request and inform if the port is closed-R¥B or open (TEK). The

UDP ports behave in a different manner. The operating system replies consistently only if
the portis closed (ICMPortUnreachable). If the scanner does not get any response, it will
not scan the open port. Due to this, the scanner has to wait till it gets a response. The above
mentioned case happens only with the firewall unprotected systems. Ifiteedll is active,

it becomes difficult to discover open or closed ports.

If the application runs on a different port and needs continuous monitoring and testing by

Nemasis, verify the default port list and adapt it by goin@tmfiguration > Port Listyou

can even create your very own port list that includes your specified port, by cligkithg

PortListh t f S &S y2GS (GKIG @&2dz OFyQl Y2RAFTe GKS |
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Adding a Port List
To adda Port ListclickAdd Port List
Add Port List pojup window appearsRefer to Figur®2.

Add Port List

MName®:

Comment:

Port Range®:
®Manual |T:1-579:1-3579

From File | Choose File | Mo file chosen

Add Port List

Figure52

Name
Enter a name for the Port List.

Comment
Enter a descriptive comment for the Port List.

Port Range
You can enter the port rangather manually or by importing SV off XT fileHerethe
alphabetsT and U standfor TCRand UDP ports respectively.
Enter the port range in following formats:
1 Single port, for example T:7, U:6
1 Port Range, for example T1D, U:15250
1 Multiple ports, for examfe T:1,3,5,7, U:150,273,375

The lettersT and U must beenteredin uppercase.

Note | Ensure you entef:for TCP and): for UDP ports before specifying port numbers.

When entering ports/port range, at a time only one format should be followed.

Atfter filling all the fields, clickdd Port List Thenew Port List will be added to the Port Lists.
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Actions

Clicking icons in the Actions column lets you take actions regarding a Port List.
q [ Delete Port List
T Edit Port List
g & Clone Port List

The PortList assigned to a Target cannot be editedleleted unless you assigha
different Port List.

W Edit Port List (in use)

W Delete Port List (in use)

In order toedit ordelete such a Port List,
1. Go toConfigurations > Target/Group
Targets list appeat
2. Find the Target to which the specific Port List is assigned and then in the Actions
column, click= (Edit Target).
Edit Target popup window appears.

3. Click thePort Listdropdown, select a different Port List and then clifixdate
Target.

As the Target is assigned a different Port List, you canealivor delete the specific Port
List.

Deleting a Port List
To delete a Port List, follow the steps given below:
1. In the Actions column, clic.
Adeleteconfirmation prompt appearsRefer to Figur®3.

110442 says

Do you want to delete PortList: sample port 67

Figureb3

2. ClickOK
The Port List will be deleted.

Cloning a Port List
To clone a Port List, clil™ in the Actions column. The Port List will be cloned instantly.
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Editing a Port List
To edit a Port Listpllow the steps given below:

1. In the Actions column, clic
Edit Port List pojup window appearskefer to Figuré&4.

Edit Port List

Name :

Sample Port List

Comment :
B
Port Range :
Start End Protocol Action
1 1 tcp o
3 3 udp o

Update Port List

2. Modify the port range bylickng TCP/UDP dropdown and then cliakd Port Range
3. After making thenecessary changes, clidpdate Port List
The Port List will be updated.

Figureb54
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Credentials

TheCredentialssubmodule lets yoaddadza S NXéreddn@alby selecting a preferred
authentication type foratarget Refer to Figurés.

Credentials | Ej

View |10 ¥ |records per page. P »

Name Type Allow insecure use Login Actions

Cresentials username + password (up) Mo E | ||_.

Figure55

With the login credentials, the scan plugins can log in to the target system and carry out
local security check#&n authenticatedscan provides you with all remotely detectable and
exploitable vuherabilities whereas an unautknticated scanwill displayonly the remotely
detectable vulnerabilitiesYou can scan the target with and without credentials, compare
the results and prioritize your attention on vulradgilities with high severities.

During anunauthenticatedscan, he Nemasiswill use similar protocols and techniques as a
hacker to gain access of a target syst@ma carry out test on a targeib extract the

information available on software. For example, the scanner may send a malformed request
to trigger a response caaining more information on the software.
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Adding aCedential
To add aCredential,click Add Credential
Add Credential pojup window appearskefer to Figur&e6.

Figure56

Name
Enter aname for theQredential.

Comment
Enter a descriptive comment for th@&edential.

Type

Click the dropdown and select a preferred authenticafiamm the following:
A Username + Password
A Username + SSH Key
A SNMP

Allow insecure use

The Nemasissesthe credentials usingnly encryptedprotocols By default this option is
set toNO. If you want Nemasis to escredentials without encrypted protocqldick the
toggle to change it t’' ES
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